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ldentity theft:

~ Itis not a new
oroblem




The most misused SSN of all time...

« Happened more than 70 years ago
* Involved Social Security cards “issued” by Woolworth

» At peak, nearly 5,800 people were using this SSN
* More than 40,000 reported this as their own SSN
* As late as 1977, 12 people were still using the SSN



A persistent threat to taxpayers

* |[dentity theft: number one consumer complaint
reported to FTC

* Incidents related to government benefits
* Most common
 more complex and
* require more time and money to detect and resolve

* Over the past few years, the IRS has seen an
Increase in refund fraud schemes in general and
those involving identity theft in particular



How can identity theft affect one’s
taxes?

e Scenario 1: refund-related crime

* Identity thief uses stolen SSN to file forged tax return
and obtain refund early in the filing season.

« Scenario 2: employment-related crime

 |dentity thief uses a stolen SSN to obtain
employment.



IRS response

* |dentity theft is a top priority for the IRS. We
understand this is a frustrating situation for victims.

* While identity thieves steal the information from
sources outside the tax system, the IRS Is
sometimes the first to inform an individual that

identity theft has occurred.

* We are committed to continuing to improve our
identity theft protection programs.



Combating tax-related
Identity theft

« Goal: prevent identity theft and detect refund
fraud before it occurs and assist taxpayers who
are victims

« Actions: Implemented enhanced fraud
protection processes for the 2012 filing season

 Developed a comprehensive identity theft
strategy focused on:

 Prevention and detection
 Protection
* Victim assistance



2012 filing season enhancements

» Developed filters to stop first-time perpetrators

» Developed new tools to identify and prevent
misuse of a decedent SSN

* Enhanced functionality of the Identity
Protection PIN and expanded population to
receive |IP PIN



IRS protection efforts

* |dentifying and investigating refund fraud

« Placing identity theft indicators on taxpayer accounts to
track and manage identity theft incidents

e Using business filters to analyze returns filed on identity
theft victim accounts to ensure legitimate returns are
accepted and false returns rejected



What do identity theft
Indicators do?

 Measure the problem, monitor victims’ accounts and
develop processes to resolve problems

 Identify and track tax-related identity theft problems

* Prevent victims from facing the same problems every
year

« Distinguish legitimate tax returns from fraudulent returns



ldentity Protection PIN

[P PIN Is a six-digit number assigned to a certain group of
taxpayers who:
» Were identified as identity theft victims
« Submitted required documentation
« Had their account issues resolved

* Not all taxpayers who have identity theft indicators
received IP PINs for the 2011 tax year as the 2011 program
was an expansion of pilot begun in 2010

» The 2012 tax year will see a further expansion and more
taxpayers included



What does the IP PIN do?

 Allows legitimate return to bypass identity theft
filters

* Allows taxpayers to avoid delays in their federal
tax return processing

* Prevents processing of fraudulent returns



Key IP PIN information

* The IP PIN Is specific to the tax year
 Anew IP PIN issued every year

* The IP PIN should not be confused with the
electronic signature ‘self-select’ PIN



What happens if the IP PIN Is required
but the taxpayer does not input it?

 Electronic return will be rejected

» Taxpayer can request a replacement IP PIN

* Return may be resubmitted with IP PIN

* |f a taxpayer lost their IP PIN and did not
request a replacement, a paper return must
be filed



Using tax preparation software

e Interview-driven software provides specific prompts
for IP PINs and instructions

* Forms-based software provides guidance on IP PIN
location

« Using tax preparation software to print/file paper
return:

* |P PIN should not print as part of tax return’s record or on paper
copies to be mailed

* Taxpayer should write IP PIN in the space provided on the appropriate
1040 series form
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Victim assistance efforts

« Speed up case resolution

* Provide more training for employees who assist
victims of identity theft

« Step up outreach and education so taxpayers
can prevent and resolve tax-related identity theft
Issues quickly



ldentity Protection Specialized Unit

 The IPSU Is the central point of contact for
taxpayers who are reporting their identity as
stolen

- Toll-free number: 800-908-4490
Monday - Friday, 7 a.m. - 7 p.m. local time

 Taxpayers can:

- Self-report they are victims before their tax accounts
are affected.



Employee training

Updated training for telephone representatives
to ensure they maintain proper level of
sensitivity when dealing with identity theft
victims

Developed training for employees who are not
telephone assistors but interact with taxpayers
or otherwise work identity theft cases



Taxpayer outreach

* Launched new section on IRS.gov dedicated to identity
theft matters

* Heightened awareness of identity protection through
filing season messages

* Conducted outreach to educate return preparers about
the IP PIN and identity theft

* Worked closely with software developers on inclusion
of the IP PIN



Tax Practitioner Due Diligence

* Treasury Department Circular No. 230 (Rev. 8-
2011),Section 10.22, requires practitioners to:

Exercise due diligence when preparing or
assisting in the preparation of filings for
submission to the IRS, and that they determine
the correctness of the representations they
make, both to the IRS and to clients

« Tax practitioners play a role in the protection of the
Integrity of the tax filing system through their efforts
to authenticate the identity of their clients.



What about online identity theft?

« A common way to perpetrate online identity theft Is

through the use of the IRS logo to impersonate the
IRS

 Victims respond to online scams and unwittingly
provide personal and financial information to the
phishers via the following methods:

* Phishing - via the phishing Web form
« Malware — by downloading malicious executable code
* Vishing — via the faxback form



Online Fraud Detection and
Prevention

= Mission: To identify and mitigate fraudulent websites and phishing
scams that misrepresent the IRS so fewer taxpayers fall victim to fraud
schemes.

» Responsibilities
= Combat online scams misrepresenting IRS
* |[RS-related phishing websites and malware
= Fake e-file/unauthorized e-file sites
= Misuse of IRS logo and e-file provider graphic



How does the IRS mitigate online
fraud?

* \We work closely with registrars, hosting
providers, free email providers, and in some
cases telecommunications providers

* They assist us by taking these actions
= De-register malicious domains
= Remove malicious/fraudulent content
= Suspend email accounts
= Disable fax numbers
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IRS offices iIn PGLD

* Privacy, Governmental Liaison and Disclosure
Includes these offices to protect taxpayers,
prevent identity theft and fraud and develop
policy to assist victims:
 Office of Privacy and Information Protection
* Online Fraud Prevention and Detection
« Governmental Liaison
 Office of Safeguards
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OPIP’s program offices

= |dentity Protection: Resolve identity theft tax issues,
Increase taxpayer awareness of identity theft, build a strong
prevention program.

* |ncident Management: Oversee the IRS’s Personally
|dentifiable Information Incident Notification Process.

= Information Protection Projects: Provide oversight and
guidance for the development and implementation of key
privacy projects and initiatives.

*= Privacy Compliance: Promote and support the protection of
privacy and privacy awareness. Integrate privacy into
Servicewide business practices, behaviors and technology
solutions.



Governmental Liaison & Disclosure

= Mission: To improve tax administration by partnering
with federal, state and local governmental agencies
to increase compliance, enforcement and service to
taxpayers.

* Responsibilities
= Administer IRC Sec. 6103, FOIA and Privacy Act

= Facilitate outreach and data exchanges with
federal, state and local agencies

* Ensure timely responses to Tax Check requests



Office of Safeguards

= Mission: To ensure Federal Tax Information provided outside the IRS Is
protected as if it is in IRS hands.

» Responsibilities:
= |RC Section 6103 provides authority for disclosing FTI to local, state
and federal agencies. More than nine billion records were disclosed In
2011 to 300+ agencies.

= Safeguards Advisory Council: Focuses on collaboration and partnership
with state revenue agencies to address needs, ideas and emerging
Issues relating to requirements for safeguarding data.

= The Safeguards Advisory Council is reviewing and updating Safeguards
Publication 1075, Tax Information Security Guidelines for Federal, State
and Local Agencies, with input from FTA and state revenue agencies.



The IRS Is committed to fighting
Identity theft

 Fighting identity theft will be an ongoing battle
for the IRS

* The identity theft landscape is constantly
changing, as identity thieves continue to
create new ways of stealing personal
Information and using it for their gain
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